. MuHucTepCTBO BHYTPeHHUX Aen Pecny6mukn Benapych

.-"l Cny)xum 3akoHy, Hapogy, OTuynsHe!

Knbepb6e3onacHocTb

04.02.2026 KnbepnpecTynHocTb

AKTyanbHble MOLUEHHUYECKMUEe aKKayHTbl B COLiMAIbHbIX CETSX, C MOMOLLbIO KOTOPbIX PacfnpoCTpaHsAETCsA JIoXKHas
uHpopmaL s 0 npoAaXke TOBApOB U OKa3aHWUM ycnyr

NHhopMaumsa 06 akTyanbHbIX MOLIEHHUYECKUX aKKayHTax B COLIMabHbIX CETAX, C MOMOLLbI KOTORbIX
pacnpocTpaHsaeTcs NoxHasa MHhopPMaLMa 0 NpoAaXe TOBapOB W okasaHuu yenyr(]

MolueHHUKN He ApeMNIOT U MOCTOAHHO NMPUAYMbIBAOT HOBble crnocobbl o6maHa. Bam 3BOHAT M3 6aHKa U npocaT
CoO6WMTb AaHHble KapTbl? ByabTe OCTOPOXHbI — 3TO MOXeET 6biTb BUWMHI! Y3HailTe, KaK 3aliUTUTb cebs oT
MOLLEHHUKOB, MOCMOTPEB HOBbIi Bugeoponuk «BULLUHI-A36yka uudpoBoi 6esonacHoCTU».
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KAK HE CTATb XXEPTBOW

SEPIMPECTYIMTHUKA

HAOEXHDBIE MAPOJIN

0]

HEOBXOOUMO:

+ Cozaagath NepcoHaneHele (YHUKaNbHbIE)
naponu K pasHelM cepercam

+ Mcnonb3oBath CNOXHBIE Naponu: MuHKuMym 10
CMMBONOE, OAHOBPEMEHHO LUMQpPLl, CTPOYHEIE
W NPONKUCHBIE CUMBOMBI, ZHAKW NYHKTYaUUK K
Apyrue CMMBONL

+ [loBepAars TONBKO NPOBEPEHHBIM
MeHexepam naponeil

BE3OMACHbIN WI-FI

HE PEKOMEHOVYETCH:

Mcnons3oBaTe NOBTOPEHWA CHMBONOB

¥ XpaHWTe Naponun Ha BYMadkHbIX HoCUTensax

* WMcnonb20BaTth B Ka4ecTee Naponyd CBOW NOrvH

(MMA Nnons20BaTENA, YYETHaA 2annck, HUKHERM)

COXpaHHTb naponke aeToMaTU4YeCcKK
B Gpayzepe

Wcnonbzoeate Buorpacdnyeckyio
nHopmaumio B napone

02

+ OTKNIOYMTE o6LWKIA gocTyn K ceoeit Wi-Fi
TOUKe, faxe ecnu y Bac «GezNUMHUTHBIA»
WNHTepHer

+ Mcnonezoeate HagexHeli (CM. Beile) Napone
AN\ goctyna K eawei Wi-Fi Touke

+ [leakTMBMpOBaTL aBTOMaTUYecKoe
noakioYeH1e CBOUX YCTPOICTE K OTKPLITEIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI U CAUTDI

* lMNepexoguTe NO HEMPOBEPEeHHLIM CChINKam

+ MCI‘IOJ"[I:-BOEBTI: cneulaneHoOe NnporpaMmmHoe
oBecnevyeHue (BHTUBMPYC, PacllMpeHue ang

Beogwutk CBOM NOrKH M Napones oOCTyna K
YUYeTHOW 3anucK (CTpaHMue) MNKn cucTeme
HaHKOBCKOro obcnyXuBaHWa Npu
NoAKMNYEeHWK K BecnnaTtHeIM (OTKPBITEIM)
To4kam Wi-Fi B kache, TpaHcnopTe, TOProBbIX
LeHTpax 1 1.4.
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Spay3epa), YTobbl U26eXaTh NoCeLEHNA
COMHWTENbHBIX CARTOB

BE3OMACHOCTb 3JIEKTPOHHOW NMOYTbI

HEOBXOOWUMO:

+ MogknounTe ABYXMaKTOPHYIO
ayTeHTMuKaumio

+ Mcnonesosate MUHUMYM 2 TUNa e-mail
aApPEeCcoB: 3aKpPbITeIA (TONBKO ANA NPUEBASKK
YCTPOWCTE U CPEACTB MX 3alnThl) U
OTKPbLITIA (ANA NEepenucky, NoANUCOK KU T.4.)

+ WcnonezoBate CINAM-duneTpbl

¥ Beogwute vHcopMauMio Ha cailTax, ecnu

x

coefiMHeHWe He 3aWueHo (HeT https &)

Q4

HE PEKOMEHAYETCH:

PearnpogaTk Ha NUCEMa OT HEWZBECTHOIO
OTNpaBUTENA: CKopee BCero 3To cnam unu
MOLWEHHWKK

OTKpbIBaTE NOAO3PUTENLHOE BNOXEHWe
K MACBMY: CHa4ana No3BOHUTE OTNPaBUTENto
1 y3HaiTe, UTo 370 3a thann

UCMONb30OBAHUE MPUTOXXEHWUIA, COLLICETEW U MECCEH)XEPOB K@

+ YcraHaBnMBAaTh NPUNOXKEHUA TONBKO
w3 PlayMarket, AppStore nnu 1z
NPOBEPEHHLIX MCTOYHUKOB

+ O6pawaTe BHUMaHWE, K KaKHUM (DYHKLUMAM
ragxeTta npUNoXeHWe 3anpawmneaeT gocTyn

+ O6meHuBaTeCA COOBWEHUAMK B COLCETAX 1
MEeCcCeH@xepax, TONbKO NONHOCTBIO
YAOCTOBEPUBLUWMCL B NIMHHOCTK
cofecegHuka, He pearupys Ha
COMHMWTENBHBIE NPOCEOEL! U NPeanoXeHus

3ALLMTA OAHHbBIX BAHKOBCKOWM KAPTOYKMU

4+ XpaHuTe B TAMHE NWH-KOA KapThbl

+ [pukpblBaTe NAA0OHBKO KNaBUaTypy Npu
BBOOE NWH-KCAa

+ OdopmMWTb OTOSNBHYIO KapTy AnA
OHNAaWH-NOKYNOK W HE AepXaTk Ha HEWr
SonewKne CyMMel

X

X

X

x

PazMellaTe NEPCOHANBHYIO M KOHTAKTHYIO
MHhopMauuio o cebe B OTKPLITOM AOCTYNE

Mcnone30BaTh yKasaHue reonokauuu
Ha hoTo B NocTax

OrBeYyaTte Ha 0OUHBLIE BEIPDAXEHWA
W arpeccuio B couceTax — Nyylle Hanuwure
00 3TOM aAMHUHUCTRATOPY Pecypca

¥notpebnate HEHOPMAaTUBHYIO NEKCUKY
npu obUeHnK

YcTaHasNMBaTh NPUNOKEHUA C HUSKUM
PERTUHIOM 1 OTPUUATENBHBIMKW OT3BIBAMK

06

XpaHWTb NUH-KOA BMECTE C KapTo4ykow /
Ha KapToyke

CoobBuwarte CVV-koa unu oTnpaenaTe
ero toto

PacnpocTpaHATe CBOM NACNOPTHBIE AaHHbIE
(MHhOpPMaLMID NMYHOrO XapakTepa, HoMep
MoBGuneHoro TenedoHa), «NOruH» 1 «Naponb»



+ Wcnonesosats yenyry «3-D Secure» nocTyna K cucteme <MHTepHeT-GaHKUHM»
M NMMKUTEI Ha MaKCUManbHele CYyMMbI

OHNaWH-onepauun X CooblwaTte AaHHbIE, NONYYeHHbIe B BMAE
_ SMS-coobuieHni, ceaHcoBbIe Naponu, Koa
+ Ckpbitb CVV-Kog Ha KapTe (Tpex3HaYvHbIi aBTopuzsaumm, napons 3-D Secure u T.4.

HOMep Ha oBpaTHOW CTOpPOoHE),
npeaeapuTensHO COXPaHUB ero

UHdorpaduka

BE3CnACHBIN BHUMAHME!

Kak He npeBpaTuTh iPhone B .kupnuy, Eeaanagﬁ':lgeﬁégepﬁem
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Ecnu Bbl cTanu )xepTBon KUb6epnpecTynHUKoB,
obpaLtanTech B rnaBHoe yrnpapjaeHue No NpoTUBOAEUCTBUIO
KM6epnpecTynHOCTU KPUMUHANIbHOU MUTULIUK
MB/[] Pecny6nuku benapycb
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3aKOHHbIe CAe/KU C KpUNTOBasoToM

B cooTBeTcTBMU C YKasoM lMpeaungeHTa "06 o6paleHnmn LmbpoBbiX 3HAKOB (TOKEHOB)" pa3peLleHo NoKynaTb U NpoaaBaTb
TOKEHbI UCKITIOYMTENBHO Yepes pe3naeHToB [apka BbICOKMX TEXHOIOMUNA.

Lewncteue YCTaHOBJIEHHOIo nopAaakKa pacrnpocTpaHAeTCA Ha BCeX Jiid, HaxoaAwWuxca Ha Tepputopun Pecny6n|/|K|/|
Benapbe U NCNonb3yRLWKNX NnaTeXKHble KapTbl, SMUTUPOBAHHbIE 6aHKaMW Hallen CTpaHbl.

Mpy HEO6XOAMMOCTU NPOAAXKM KYMNJIEHHbIX paHee TOKEHOB cAieNiaTb 3TO MOXHO TaK)Ke NoCpeAcTBOM pe3naeHToB MBT.
YT06bl HE HapYLUMTb 3aKOH Npu MOKYMKe UMppPOBbIX 3HAKOB, CrieflyiTe CneayroLw MM npaBuiam:

- 3aperucTpupyitecb Ha 6enopyccKon KpunTobupye, npoinas npouenypy Bepudukauuu. lNnowagka rapaHTUpyert
Ha[eXHOCTb, BO3MOXHOCTb JIErKO NOATBEPAUTE CBOWU A0X0AbI OT KPUNTOBAKOTbI, OTCYTCTBUE MOLLUEHHUYECKUX CXEM;

- nocne co3gaHnAa akkayHTa nonoJsiHuTe c4eT C NOMOLLbIO 6aHKOBCKOM KapTbl nn nepeBoaa,

- Bbl6epuTe AOCTYMHble K MOKYNKe KpWUNTOBantoTbl, KOTOpble 3apekoMeHAoBann cebs M He XapakKTepusykTcs Kak
BbICOKOPUCKOBbIE. ITO rapaHTUsi He NOTePATb COEpeXeHNs.

TakMM 06pasoM, Bbl CMOXeTe 6biTb YBEepeHbl, YTO Co6ntofaeTe HOPMbl 3aKOHOAATENbCTBA, @ Ball aKTUB He MMeeT
KPMMWHasIbHOIO NPOLLIOro.



3aKOHHbI€ cAeJIKM
C KPUNTOBAJIIOTOM

Y6epuTech, 4To Bawwm coenkuM cCOOTBETCTBYIOT
W=7 OeMCTRYIOLWEeMY 3aKoHOAATEeNbCTBY
=e=I—, Pecnybnuku Benapycb

MopanokK ocywecTeneHMs caenoK

C KpUNTOoBaneTon onpegeneH

Oekpetom MNpeavaedTa Pecnybnmkm Benapycoh
oT 21 pexabpna 2017 r. N28

«0 pazBUTUM UMGpOoBOA IKOHOMHUKW: W
YKazom MNpe3sngeHTa Pecnybnuku Benapychb
oT 17 ceHTABpA 2024 r. N2 367

«06 obpalweHM W poBbiX 3HAKOE (TOKeHOB)»

B Pecnybnuke Benapycb ¢pM3MYeCKMM NMLLAM:

@ PA3PELLEHO 3AMPELLEHO

ﬂ,ﬂ@hluﬂ KPpWATOBaNKOTEI B pe3ynbTaTe I'Iponama [HDK}FHHE] KPHMNTOBaNKThI
MaWMHWHIa
(MK Ha TepRUTORMA Pecnyiniin Benapych, 3a feHeXHble CpeACTEa Ha

TAK M M3 TEPPHMTORMA WHOSTPAMHOID FrocyRapeTaa) HMHOCTPaHHbIX KpHUNOTOMNN atdo pPMax

DRoaN (Iinia) wpumosamons | - Mponaia (noggmac) pToseor
benopyccKKMx KpunTonnatopMax, 3a 0eHeXMHble CpeAcTEa HanpAMYD
ABNAKWKWMXCA pe3MoeHTaMH | lapka MeX oy CbH,':!H'-I'E'L‘HI-"II‘v'IH nuuamMM
BbICOKWX TEXHOMNOrMA

Ob6MeH KpMNTOBANKOTHI
Ha MHblg TOKEeHbI

CELT] CHMXE M MHOCTRAHHLIX KpUNTonnanhopsax)

Mony4yeHWe KPUNTOBANKTL B Aap
MW HacnegcTeo

BONbLUE HHPOPMALIMK
FrmaeHoe ynpasneH1e

B Telegram-kanane no NpoTHEOAERCTRNIC
KWBEPKPENOCTh F . KHBEprNpecTyNHOCTH




CYBER_FORTRESS_BREST KM MEL PecnyBnmru Bena




TEJ'IECDDHHDE MDLIJEHHI"IHECTEO

Mony4uTh KPEOWT, urofis oty aHofs
1:||:||:|r'|.||:||r|=. M HEAIRSECTHESY Ha BELAE W F'r'lnﬁ
HPanuT M NEPaBECTA DaHLrW HA CNeUWansHEI0 CBaT

Ycranoeute N porpaMmMHoe

MOLUEHHWKI \
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NpansOEpaH Hr#nhh T E 5 d n o
pprasos, BaHKoECKu: EDEFEETH Ha KCI'F:I.I'I EHHA
1 1 WA AR0GhH Be30nAcHER cUeT, UTabei
HE W3aBANK NEW 00LICHE

Mepegars NMYHBIE QAHHbIE
W KOO M3 CMC, Takne caeneHna
npe BRRHIT MOWEHHIMKEM QOCTYN
K CHETY WMNW CEPBACY

OCTOPOXXHO!
MOLUEHHUYECTBO!

B COLUMATIbHBIX CETSX M HA TOPFOBbIX M/IOLUALKAX:

HEPEBEL‘TH npegonnary aa
HEE'I_,I'LLEE'CTI!"HHJLIJ,Hﬁ TOBAD 8 AmeMaradiive

HNH N0 MIMBEHEHHEM DEKEMAINTAM BaHHa

MeperTy No NogoensHoRA cehinKe . _. MOLLEHHWKIA

GAHKOBCHOR CHETEME! M BESCTI NAYHSE OAaHHE®

[MEriH ¥ NEpoNL, HOMap # TFIE-R:!-HB'-IHHI?I K © b ?E E}I{ﬂAI'DT
[

ofOpoTHOR CTOPOHS BaHHIACKON KERTH, HOJ M
npaicTapnAAcCh

CMC, kogomos cnomo)
NPOAABLAMK, APYILAMK,
= JMAHECY,
MepeuncnuTe GeHbBIW Ha KapTy ' ASpTHeFEMUELR. Quatecy
i HOBOOWTENR MM

WNM ONNETUTE POOCTEEHHHUKY,
AEYFY, ROEAWBMY YenoRsKy WHEECTHLMOHHBIX MPOeKTOR

Ha nnp,nenthﬁ OMpHE BNOMKMTE
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TEICOOHHEIG
MOMWEHHMIA

e COTPYVIHHMKAMHM TOC. OPraHOB H OaHKOB
® [I1POJ4aBllaMH, MHBECTOPAMH, 6[]0 KepaMHM

e pPaboTHUKAMM CITYKO CBSI3N
(Benriouta, Benrenexkom, Al, MTC)

o pabOTHUKAMU KOMMYHAJIBHBIX CJTYXKO
(auepronaszopa, BogoKaHasia, rasoBon CIyKObL)

YFPOMAIOT U 3AMYIFABAIOT:

e HOMO3pEHHEM B ITPECTVIUVIEHWNH U
IIPOBEJIEHHMEM oOBICKA

e CJIOKHOM CHUTVallHel ¢ poJICTBeHHUKOM
e OKOHYAHMHEM JIeHCTBUA upl-lﬁopﬂ yueTa Win YCIvru

YBERAAIOT U 3ACTABAAIOT:

T10/1 TIPeJIVIOrOM JieKJIapHpoFaHug .
repeBecTH fleHbry Ha “6e3dracHbIM’ cUeT ?‘

BHECTH ITpeqoIriaTy 3a TOeap Mk

IepejaTb JUYHBIC JaHHBIE M KOJbI U3
coobIIIeHMS, VCTAHOBHUTE ITPHITOKEH HE X

FHe! ganmelceba 06MaHyTb!




MCTRMED Kl-[ﬁ{'r-'l IPeCTyiTHOCTH

B HacTosiLee BpemMs CI)YHKUMOHMPYIOT cnepyouine ocCHOBHble pecypcCbl.

Telegram-kaHanbi:

«KWUBEPKPEMOCTb» — YINK KM YB[, Bpectckoro o6ancnonkoma;

«UndpoBas rpamoTHocTb» — YK KM YB[, Bute6ckoro o6amcnonkoma.

Telegram-60Tbl:

«MINOBL STOP SCAM» — YMNK KM YB[, MuHckoro o6nucnosikoma (coBmectHo ¢ OMNMK KM Bopucosckoro PYB[);
«@ScamBY_bot» — YIK KM I'YB[], MnHropncnonkoma;

«AntiScamBot» (@k_AntiScamBot) — YK KM YB/[], lpogHeHCKOro 061ncnonkoma;

«KunbepllinTy;

«Knbepnpodunaktmkay;

«Kunbeppetektue» — YIMK KM YB[, BpecTtckoro o6nvMcnonkoma.

AZpec cTpaHuLbl B MHTepHeTe: https:/mvd.gov.by/ru/news/7021

2026 © MuHMCTepCTBO BHYTPeHHUX aen Pecnybnvku benapycb
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